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The Ohio Cyber Reserve members are citizens of the State of Ohio. They are sworn into service by a
military officer after they receive an initial FBI / BCl background check which is updated every 24
months. They must also sign a Non-Disclosure Agreements on every Assist and Incident Response
mission they participate in.

The requirements to join the Ohio Cyber Reserve are the following:

= The candidate is currently employed in a cyber security position that requires work role certification
with at least four years of experience in that role

= The candidate has five years of experience in the cyber security field

®* The candidate takes an OhCR and SANS cybersecurity examination

=  OhCR potential members are reviewed by a five member OhCR panel

OhCR members education is typically:
=  Bachelor of Science in Cybersecurity or Related Field of Study
= Higher Education above Bachelor of Science / Cybersecurity certification

Once an OhCR member, they will be trained and certified in the OhCR missions
= Cybersecurity Assessment (NIST Core V1.1, NIST 800-53, NIST 800-171)

= Vulnerability Assessment

= |ncident Response

= Penetration Testing

Members serve on at least one OhCR Work Group (WG) to assist in Knowledge Management.
Workgroups are:

= Education WG

=  Training WG

= Incident Response WG

= Penetration Test WG

= VM Tools and Equipment WG

When OhCR teams are deployed for the Assist, Educate or Response missions, the team leader is
responsible for the control and execution of the team’s work. The team leader will coordinate with the
Network Owner and report to the OhCR Regional and State managers.

If you have any questions concerning the OhCR, please contact me.

Thank you.

Charles Robbins,
OhCR Standards Officer
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